Data Sheet: Virus Protection, Antispam, and Content Filtering

Symantec™ Mail Security for Microsoft® Exchange

An integrated security solution that protects against viruses, spam, and security risks, and

enforces company policies

Overview
Symantec™ Mail Security for Microsoft® Exchange

provides high-performance, integrated mail protection
against virus threats, spam, and security risks, and
enforces company policies on Microsoft® Exchange
2000/2003 servers. By purchasing a license key, a
Symantec™ Premium AntiSpam subscription can be
integrated to provide accurate spam detection without

additional administration, installation, or hardware.

Key benefits
¢ Enhanced centralized management enables

administrators to update settings of individual servers

and groups of servers remotely

e Optional Symantec™ Premium AntiSpam subscription
service provides best-of-breed spam prevention with
low administrative overhead and no additional

software to install

¢ Hourly virus updates using Symantec Rapid Release

enable organizations to respond quickly to new threats

¢ Advanced policy rules filter inappropriate content
within most file formats and block files based on true

file type (not just file extension)

¢ Backed by Symantec™ Security Response, the world’s
leading antivirus and Internet security research

organization

New features in this release
e NEW! Flexible user- and group-based policy

enforcement rules allow creation of targeted rules to
prevent inappropriate communications

e NEW! Enhanced reporting provides schedulable
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summary and detail reports which can be
automatically sent to designated recipients

 NEW! Security risk management features help block
spyware and adware, and mitigate existing security
risks

¢ NEW! Redesigned user interface provides an intuitive,
consistent, high performance administration

experience

System requirements

Symantec Mail Security for Microsoft Exchange 5.0.3

Operating System

o Windows® 2000 Server/Advanced Server/Data Center
(SP4)

» Windows Server 2003 Standard/Enterprise/Data
Center (SP1)

Microsoft Exchange Requirements
* Microsoft Exchange 2000 Server (SP3)/Enterprise

Server

Minimum Machine Requirements

¢ Intel® Server class 32-bit processor

* 1 GBRAM

e 775 MB available disk space for Symantec Mail
Security for Microsoft Exchange and required
third-party components

o .NET framework version 1.1 SP1 (will install with
installation if not already installed)

¢ MDAC 2.6 or higher (will install with installation if not
already installed)

¢ Microsoft DirectX® 8.01 or higher (will install DirectX 9

with installation if not already installed)
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Symantec™ Mail Security for Microsoft® Exchange

Requirements for Console Only Installations

Operating System

* Windows 2000 (SP4)
* Windows 2003 (SP1)
e Windows XP (SP1)

Minimum System Requirements

¢ 512 MB of RAM

e 162 MB available disk space

e .NET framework version 1.1 SP1 (will install with
installation if not already installed)

¢ Microsoft DirectX 8.01 or higher (will install DirectX 9

with installation if not already installed)

More information

Visit our web site

http://enterprisesecurity.symantec.com

To speak with a Product Specialist in the US

Call toll-free (800) 745-6054
To speak with a Product Specialist outside the US

Symantec has operations in 40 countries. For specific

country offices and contact numbers, visit our web site.
About Symantec

Symantec is the world leader in providing solutions to
help individuals and enterprises assure the security,
availability, and integrity of their information.
Headquartered in Cupertino, Calif., Symantec has
operations in more than 40 countries. More information

is available at www.symantec.com.
Symantec World Headquarters

20330 Stevens Creek Blvd.
Cupertino, CA 95014 USA
(408) 517-8000

(800) 721-3934

www.symantec.com
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